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Abstract: This paper introduces the importance of resource and
information protection in distributed systems, highlighting the
limitations of current authorization frameworks in terms of
scalability, manageability, effectiveness, and efficiency. With the
rise of the Internet of Things (10T), there is an increasing demand
for solutions that can handle the potentially limitless number of
sensors, actuators, resources, services, and subjects, along with the
enhanced interaction dynamics these environments entail. The
paper proposes a capability-based access control system designed
for both enterprises and individuals to manage their access control
processes for services and information. This mechanism supports
rights delegation and advanced access control customization, and it
is being developed as part of the European FP7 loT@Work project
to manage access control for the project's services deployed on the
shop floor.
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. INTRODUCTION

In the following sections, we describe the Capability-
Based Access Control (CapBAC) system that we are
developing within the EU FP7 loT@Work project for
managing access control to some of the project's services.

This authorization approach is based on the capability-
based authorization model (sometimes referred to as
capability-based security). This model is one of the existing
security models, where a capability (known in some systems
as a key) is a communicable, unforgeable token of authority.
It represents a value that references an object along with an
associated set of access rights. A user program must use a
capability to access an object. A capability is defined as a
protected object which, by virtue of its possession by a user
process, grants that process the capability (hence the name)
to interact with an object in certain ways. These ways might
include reading data associated with an object, modifying the
object, executing the object, or other specific actions that the
capability allows.

data in the object as a process, and other conceivable access
rights. The capability logically consists of a reference that
uniquely identifies a particular object and a set of one or
more of these rights”.

In distributed contexts, like SOA ([3], [4], [5], [6], [7])
and Grid computing [8], this model provides many
advantages over more consolidated approaches and is
gaining attention thanks to its flexibility and greater support
for least-privilege operations and for avoiding security issues
like the Confused Deputy problem [9].

As depicted in Figure 1., in a CapBAC system it is the
user that have to present his/her/its authorization capability
(and demonstrate he/she/it is the owner of it) to the service
provider, while in a traditional ACL system it is the service
provider that has to check if the user is, directly or indirectly
(for example via a role owned by the user), authorized to
perform the requested operation on the requested resource:

Jetc/passwd t fetc/passwd

Jufmarkm/foa fufmarkm/foo

fetc/matd fetc/matd

Capability List

Figure 1. ACL vs Capability-based authorization models.

The CapBAC described in the following borrows ideas
and approaches in previous works extending and adapting
them to address loT requirements and specifically the
loT@Work ones.

As compared to the previous approaches, the capability
based authorization we are designing provides the following
additional features:

e delegation support: a subject can grant access rights
to another subject, as well as grant the right to
further delegate all or part of the granted rights. The
delegation depth can be controlled at each stage;

e capability revocation: capabilities can be revoked
by properly authorized subjects, therefore solving

258 | Research Journal of Engineering Technology and Medical Sciences (ISSN: 2582-6212), Volume 07, Issue 02, June-2024



Research Journal of Engineering Technology and Medical Sciences (ISSN: 2582-6212), Volume 07, Issue 02, June-2024

Available at www.rjetm.in/

One of the issues of capability-based approaches in
distributed environments is information granularity.

e A capability can specify dynamic adaptation of the
granted rights, such as defining a "level of detail" for
a read access right on a specific piece of information.
This means that the service provider can adjust its
behavior and the data it provides based on the
specifications within the capability.

This document is organized as follows:
e  The structure of the paper is organized as follows:
- **Section I1:** Surwveys the research activities on
access control models, with a particular focus on
e  capability-based models.
- **Section I11:** Provides a quick overview of the
specific issues that loT contexts present and
highlights how a capability-based approach can
e address these 10T access control issues.
- **Section IV:** Describes an application scenario
and illustrates how the proposed capability-based
e access control system operates within this scenario.
- **Section V:** Details the functional models
e envisaged by the proposed access control model.
- **Section VI:** Analyzes how the proposed model
e can contribute to enhancing privacy.
- **Section VII:** Reports the current status of the
implementation of the CapBAC system and outlines
Even if some of the issues analyzed in the following
pages are focused on the FP7 loT@Work context, they are
actually more general and suitable for almost any loT
context.

Il. RELATED WORK

Resources’ protection requires the resource provider to
know which client is accessing what resources and for what
purpose. Information about clients and their purposes when
accessing a specific resource is critical for a resource provider
to grant or deny the requested operation.

The most common form of access control is based on access
control lists (ACLs), which assign access rights to specific
subjects. However, ACLs become very complex to manage
when the number of subjects and resources increases. To reduce
the burden of simple ACL systems, the Role-Based Access
Control (RBAC) approach was designed. RBAC assigns access
rights to roles, and subjects are assigned to these roles. This
approach, however, can lead to roles explosion when the
number of resources and/or administrative domains grows.

The Attribute-Based Access Control (ABAC) approach,
well exemplified by the XACML standard, attempts to solve the
problem of roles explosion by allowing the use of subject’s
properties (e.g., age, location, position in an organization) as
well as resources and environmental properties to specify
access policies. Despite this, ABAC still requires a consistent
definition of the attributes within a domain or across different
domains.

In  widely open contexts like Service-Oriented
Architecture (SOA) and Grid Computing, the traditional
access control approaches (ACLs, RBAC, ABAC) face
scalability issues. For instance, in cross-domain
environments, they require managing trust among the
involved Identity Providers, Attribute Providers, and Service
Providers, which leads to increased management effort.
Additionally, these approaches do not provide flexible and
easy-to-use rights delegation features. In an loT context, with
its vast number of resources and subjects, these issues become
even more critical.

The capability-based security model is not a new concept
and has been used in devising standards like RFC 2693.
Simple Public Key Infrastructure (SPKI) focuses on
authorization rather than authentication by defining and
exchanging authorization certificates. Since 1997, X.509 has
included Attribute Certificates to specify subject information
useful for authorization management, such as group
membership, role, security clearance, etc.

In recent years, capability-based security models have
been used to address usability issues and rights delegation in
grid or service-oriented systems. For example, the Xerox
Casca application and the XPOLA access control system have
utilized this model. In the SUN-promoted Digital Ecosystem
environment, a capability-based authorization approach was
proposed by Skinner to address the dynamicity and scalability
issues of such an environment. Similar approaches were
proposed by Jun L and Karp to tackle similar issues and rights
delegation.

I1l. 10T AUTHORIZATION ISSUES AND CAPBAC

The Internet of Things (IoT) presents a more demanding
environment in terms of scalability and manageability
compared to previous ones, including those based on an
extended use of dynamically orchestrated SOA services. This
is due to the potentially unbounded number of things
(resources and subjects) and the significant need to support the
orchestration and integration of different services, as
envisaged by the Do It Yourself (DiY) socio-cultural practice.
These loT-specific aspects imply that access control
management can become a nightmare in 10T if not addressed
with new approaches. More complex and efficient access
control mechanisms and delegation chains are required.

Both Role-Based Access Control (RBAC) and Attribute-
Based Access Control (ABAC) systems have been found to be
inflexible, do not scale well, and are difficult to use and
upgrade. Additionally, these systems have substantial
management overhead, security issues (e.g., the confused
deputy problem, rights revocation), and complex
arrangements to support delegation and transitivity, as well as
for managing access policies and ensuring policy compliance.
Therefore, addressing these challenges in 10T environments
requires  rethinking access control mechanisms to
accommodate the dynamic and large-scale nature of loT
systems.
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A capability based access control and rights delegation
approach has, instead, the following advantages:
e the Principle of Least Authority (PoLA) (Least
Privilege) is the default;

e supports a more fine-grained access control;
has less security issues (e.g. no Confused Deputy
problem);

e externalizes and distributes the management of the

authorization process;

e does not need to manage issues related to complexity

and dynamics of subject’s identities.

Additionally, identity management does not play a
critical role in CapBAC, which provides huge advantages
especially when managing access control in cross-domain
In capability-based security models, each capability directly
identifies the resource(s), the subject (grantee) to whom the
rights have been granted, the granted rights, and the
authorization chain. The grantee must prove the ownership
of the identity specified in the capability for their access
request to be accepted.

e In capability-based security models, each capability
directly identifies the resource(s), the subject (grantee) to
whom the rights have been granted, the granted rights,
and the authorization chain. The grantee must prove the

e ownership of the identity specified in the capability to
have their access request accepted. In an IoT context,

e such as in the loT@Work project, it is not unusual to

have the following requirements:
1. **Dynamic and Scalable Management:** The ability
to dynamically manage and scale the access control
system to accommodate a potentially unbounded
number of resources and subjects.

e 2. **Orchestration and Integration:** Support for the
orchestration and integration of various services, which
is crucial in complex loT environments.

3. **Fine-Grained Access Control:** The need for fine-
e grained access control mechanisms that can specify
detailed and context-aware access rights.

IV. AQUICK SURVEY OF CAPABILITY BASED SECURITY

Figure 2. provides examples of potential usage of
capability based authorization to control access to Bob’s car
information and services (e.g.: car’s location in section (a) of
the figure, car’s engine status services in section (b)). The
subjects involved in the examples are: Bob Smith, the car’s
owner (and car’s services access control policies manager);
Alice Cooper, Bob’s wife (interested in having information
on Bob’s car location); the Bob’s City Traffic Management
Service (interested in monitoring cars location); the Car’s
Manufacturer Maintenance Service (the application service
in charge of monitoring engines status); Dave Jones
(manager of the car’s manufacturer Maintenance Service).

As depicted in the figure, Bob provides access
capabilities to some of the indicated subjects. In particular he
provides an access capability to:
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e  Consider an example where Bob grants different access
capabilities to various entities regarding his car's data:

e 1. **Alice**: Bob grants his wife, Alice, the
**Query** right on his car’s location with **High
Granularity** (Access Capability a2). This means
Alice can access detailed location information about

e DBob’scar.
2. **City Traffic Management Service**: Bob grants
this service the **Query** right on his car’s location
with a detail at the **Block Level** (Access Capability
al).

As indicated in section (b) of the figure, Dave Jones, on
the basis of the received capability, has created an additional
capability (Access Capability p2) for the car’s manufacturer
maintenance service in charge of periodically monitor Bob’s
car engine status. This capability contains a subset of the
Dave Jones’ rights, as well as Dawve’s capability (see Auth.
Capability element in the figure).

/ Alice Cooper
(Bob's wife)

Bob’s Car Location
Access Capability a2

Resource ID:

Car Location

AssignerID:  Bob Smith

Assignee ID:  Alice Cooper

Rights: Query

Granularity: High

Since: dd1/mm1/yy1 Bob's Car Location

Access Capability a1
Resource ID: Car Location
AssignerID:  Bob Smith

N Until: dd2/mm2/yy2
Auth Capability: Root Capab.
A
Assignar Sigrature: SX%0 AssigneeID:  City Traffic Mgm
Rights: Query
Granularity:  Block Level
Bob Smith Since: dx1/mx1/yx1
(Car's owner) Until: dx2/mx2/y2
Auth Capability: Root Capab.

Assigner Signature: $%8@

Operation Request

Resource ID: Car Location
Requester ID: City Traffic Mgm

Operation: Query ‘Car Location’

Requester Rights: Capability a1 City Traffic Mgm Service

Bob’s Car

Requester Signature: $%&@

Bob's Car Engine Data
Access Capability 1
| Resource ID:  Engine Status g )
/ AssignerID:  Bob Smith -
| Assignee 1D:  Maint. Srv Mgr Dave Jones
Bob Smith Rights: (Car's Manuf. Maint.
(Car’s owner) * Query (Delegable) Service Manager)
* Change (Delegable]
Since: dd11/mm11/yy11
Until: dd22/mm22/yy22 Bob's Car Engine Data
Auth Capability: Root Capab. ‘Access Capability 12
Assigner Signature: $%& @ Resource ID:  Engine Status
AssignerID:  Dave Jones
Assignee ID: MaintSrv@CarMan.com
Rights: Query
= Since: dd33/mm33/yy33
OreisieL et Until: ddas/mmad/yyss
Auth Capability: Capab. i
Resource ID: Engine Status
Requester ID:  MaintSrv@CarMan.com Assigner Signature: $%8@
b Operation: Query ‘Engine RPM’ 5
Bob's Car Requester Rights: Capability i2
Requester Signature: $%&@
Maintenance Service
(Car’s Manufacturer)
Figure 2. Capability-based authorization — Examples of potential
scenarlo.

Two service requests submitted to Bob’s car control unit
are also shown in the figure sections. Each request states
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When an access request is made to Bob's car control unit, it
includes several critical elements: the access capability that
grants the right to act on the resource in question, the equestor’s
identity, and proof of identity ownership. This information
allows the control unit to evaluate whether the access request
meets the necessary criteria. The control unit checks the access
capability to ensure it covers the requested permissions and
verifies the requestor’s identity and proof of ownership.
Additionally, it can assess the request against any local policies
Bob has defined, which might impose specific rules or
restrictions based on This transparency ensures that every subject
involved in the authorization process is fully accountable,
enhancing both security and = oversight.V. CapBAC
FUNCTIONAL ELEMENTS

by the loT@Work capability based authorization.
elements can be shortly characterized as follows:

e the resource object of the capability (Service A in
the figure); it can be a specific information service
(e.g. the measures of sensor XYZ), an application
service (e.g. Alice’s mailbox IMAP service) or a mix
of services. The only real constraint is that the
resource must be a univocally identifiable and
actable upon object (much like a RESTful resource);

o the authorization capability that details the granted
rights (and which ones can be delegated and, in case,
their delegation depths), the resource on which those
rights can be exercised, the grantee’s identity, as
well as additional information (e.g.: capability
validity period, XACML conditions, etc.). As stated,
a capability is a communicable object hence it can be
provided to the subject using any communication
mean. An authorization capability is valid as
specified within the capability itself or until it is
explicitly revoked;

e the capability revocation is used to revoke one or
more capabilities. Like a capability, a capability
revocation is a communicable object a subject,
having specific rights (e.g. the revoker must be an
ancestor in the delegation path of the revoked
capability), creates to inform the service in charge of
managing the resource that specific capabilities have
to be considered no more valid. A capability
revocation can revoke a single capability, a specific
capability and all its descendants, or all descendants
of a specific capability;

e the service/operation request is the service request
as envisaged by the provided service with the only
additional characteristics to refer or include, in an
unforgeable way, a capability. For example, for a
RESTful service, an HTTP GET request on one of
the exposed REST resource has to simply include
the capability and its proof of ownership to use our
access control mechanism;

e the resource PDP (Policy Decision Point) is the
service in charge of managing resource access
request validation and decision. In a CapBAC
environment, it is in charge of validating the

These

In the evaluation of an access request, the system
verifies the capability included in the service request
against the provided access capability and any
additional, locally available access policies. Similar to
an XACML Policy Decision Point (PDP), the outcome
e of this evaluation is either an Allow or Deny decision.
The resource manager, responsible for handling
service requests for the identified resource (such as a
CapBAC-aware RESTful service), also functions as an
XACML Policy Enforcement Point (PEP). It must
enforce the validation outcomes of the PDP.
o Additionally, a revocation service manages capability
revocations.  This involves validating received
capability revocations and updating the PDP's
capabilities database and access policies accordingly.
The PDP needs to ensure that the capability presented
within a service request is valid—i.e., not forged, with
all data correct, and that it corresponds to the resource
and assignee identified in the request. It also verifies
that the capability has not been revoked. This
comprehensive process ensures that the capability-
based access control system operates securely and
effectively.
As
based authorization differs from traditional or more usual

The presence of additional elements such as access
capability, capability revocation, and a revocation service
introduces significant flexibility to the authorization
framework. These elements enhance the system by providing
greater granularity, scalability, and ease of access rights
delegation. They also contribute to reducing security issues
and ensuring full accountability throughout the authorization
chain behind a service request.

6 Access Capability O

el st
R Senviee &
ers As: Bob@Cartaonia.cam

{Acme Ltd COO} - Oper Assignee ID: ..
- Rights:
since: d . = Operatien AL
(3 unul: 02,

Auth. Capabllity: Rt capability Sihee: ddLL/mm 1L
untit: 02 pmateiyr:
Auth. Capability: Capability L1

Acme L Service A [P
Capability Revocation Service ~ ..
A Assigner Signature; 145

\ Capability Revecation L1
— 1
v Resource 1D Servien A
Bob

Reu.Cay : Capability |1
Ravoker Bob@Cartoonia.com

Revoke Since:  <is/immn/yys

<S Auth. Capability: Capability L1

$ Rovoker Signature: S5
Acme Ltd Service A
PDP

s A
ssignee 1D: Cart en.
1 Operation Request i
Y Resource ID:  Sarvicn & e
Requester10:  MonServ@Cartoonia.com nce: .
. Uncl; -
Gporation: Qperation AL .
O Requester Rights: Capabllty (12 &y

Roaucster Signature: S Cartoonia Inc [Packener Sigriatures S8

Access Capability 11

Acme Ltd Service A

Figure 3. Capability-based authorization functional elements.

The main drawback of capability-based authorization is
that it requires issuing capabilities to all subjects. This can
be a management challenge, though the delegation
mechanism simplifies this by allowing the distribution of
management tasks among multiple subjects. Additionally,
the requesting subject must select the appropriate capability
when submitting a request.
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Based on capability granting policies, it is possible to generate
access capabilities on the fly for suitably identified and
authorized users. This dynamic generation of capabilities has
been explored in some projects ([7], [8]), demonstrating its
potential for enhancing flexibility and responsiveness in
access control systems.Moreover, in open, cross-domain, or
cross-enterprise contexts, it is crucial to standardize the
structure of capability tokens, supporting services, and their
access protocols.

### A. Introduction

In the preceding sections, we discussed the access control
and delegation features of our approach. Section IV
emphasized how capabilities can significantly simplify the
process of granting access with varying levels of granularity
to resources, without adding complexity to the access control
system. This section shifts focus to describe the Privacy
Enhancing features of CapBAC. Although privacy issues are
not a primary concern in our current project, these features
are included for completeness and potential future extensions,
though they are not currently implemented.

### B. Encrypted Capability Chain

Figure 4 illustrates a scenario where Bob uses an Internet
service (Share Your Pictures service, www.SYP.com) to store
and share his photos. Bob wishes to use a printing service
(www.HQP.com) to print one of his pictures but does not want
to grant the printing service access to all his photos or
disclose his SYP.com credentials. To address these concerns,
Bob can utilize an access capability as defined previously.

Access Capability A1

Resource 1D: http://www.SYP.com/phato3d1

Assigner ID: SysAdmin@SYP.cam -
-
Assignea ID: Bob@myCompany.com
g Rights: \
% * HTTP GET (Delegable) 4
*HTTP PUT {Delegable}

wShare Your Pictures»
Community Service
{www.SYP.com)

Operation Request

Resource ID:  http://www SYP.com/phota341 Access Capability A2

Requester ID: PrintingService@HOP.<om

Resource ID: http:/ fwww SYP.com/phota3dl
Assigner ID: Mym040@Alfa.
Assignee ID: PrintingServica@HOP.com
Rights:

*HTTP GET

Operation: HTTP GET
Reguester Rights: Capability A2

Requester Signature: 5%& @

Sinee: dalx/mmLr/yy1x
Until: dd2x//mm2afyy2s
Auth. Capahility: Encrypt(Capability A1)

Assigner Signature: S%&

«High Quality Picturesn
Printing Service

(www HQP.com)

Figure 4. Encrypted capability chain.

Suppose Bob does not want to reveal to the printing
service any personal information. A capability as defined in
the previous sections would provide to the printing service

### B. Encrypted Capability Chain

To protect his privacy, Bob can use an authorization
capability (capability Al in Figure 4) that he owns to generate
a new capability, which is not depicted in the figure. This new
capability grants access rights to a Bob anonymous ID
(Nym040@ Alfa.com, as shown in the figure). Bob can then
issue an additional capability (capability A2 in the figure)
using his anonymous ID, which grants access to the printing
service for the specific picture.

Capability A2 contains an encrypted version of capability
Al, which fully masks Bob’s authorization chain. The
encryption uses the public key of the Share Your Pictures
service (www.SYP.com), ensuring that while the SYP.com
service can verify and decrypt the authorization chain, Bob’s
personal information remains concealed from the printing
service. Thus, Bob’s identity is obscured in this scenario, but
his authorization chain remains traceable upward.

### C. Anonymous Capabilities

Figure 5 presents a scenario where Bob wishes to maintain
complete anonymity, even while utilizing all the CapBAC
features, including the ability to delegate.

—~ K;

5
—~—
Access Capability 01

A

Bob

Aiee

Resource ID: Service A
Assigner ID: Alice@Acme.com
Assignee |D. Nym01@XYZ.com
Rights.

= Operation A1 {Delegable)

* Operation A2 (Delegable)

Bob Nym

Figure 5.  Anonymous capability.

### C. Anonymous Capabilities

To maintain complete anonymity while utilizing all
CapBAC features, Bob can employ techniques such as Zero
Knowledge Proofs. This allows him to prove, without
revealing any personal information, that he is entitled to
receive an access capability for a specific resource. As
illustrated in Figure 5, Bob obtains a capability that contains
no personal information about him, even though he retains full
control and availability of it. This ensures that Bob can fully
leverage the capabilities of the CapBAC system while
preserving his anonymity.

### V11, Conclusion and Next Steps

In the preceding sections, we have detailed our capability-
based authorization access control system, which builds on
and extends recent research in this field. Our system, currently
under development, is being implemented in Java as a
collection of libraries, tools, and services. We have developed
both an OSG and a Java library to validate capabilities and
capability revocations, and we have created a Java application
for generating capabilities.
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In the preceding sections, we have outlined our capability-
based authorization access control system, which extends
recent research in this area. The system is being developed in
Java and includes a suite of libraries, tools, and services. We
have already implemented an OSG and Java library for
validating capabilities and capability revocations, along with a
Java application for generating capabilities. We are nearing
completion of the CapBAC Policy Decision Point (PDP) and
the Revocation Service, both of which are being developed as
Java web applications with an AJAX U for management.

In a production context like the ones addressed by
loT@Work there are many subjects, internal (e.g.: workers,
production supervisors) and external (e.g.: suppliers,
maintainers), that need access both directly (e.g. via mobile
or desktop computing sets) or indirectly (e.g. via application
services) to production data. Most, if not all, of this data is
sensitive and necessitates strict enforcement of access control
policies. This includes finer-grained access control, which
requires a management effort that is decoupled from the
number of managed resources or subjects, especially when the
many subjects are external ones (e.g.: suppliers,
maintainers).

The capability based access control system described
above is being made available openly in order to both speed
up its adoption and to refine and enhance it.
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